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ABSTRACT 
  
The emergence of information threats calls for strong information security management system in 
the healthcare industry. Privacy of data is viewed as a key governing principle of the Client–
Physician relationship. Data leaked in the healthcare industry are crucial to both client and healthcare 
facility.  Healthcare information and data should be protected from active and passive attacks and 
secured from annihilation by illegal access and unwanted interruption. This paper considers the 
causes of threats in the healthcare information management system (HIMS), and recommends the 
appropriate information security policies, procedures and safeguard techniques to be used in the 
healthcare industry. A review of related extant literature regarding HIMS, causes of threats and the 
security controls was conducted. The results on the analysis of the data reviewed showed that, 
though several works have been done on the HIMS and its associated threats, but few studies focused 
on security safeguards policies. This influenced the researchers to emphasize more on the security 
safeguards techniques to be used in the healthcare industry to obtain optimal information security 
control on clients’ data. Our research seeks to recommend practical measures to be implemented by 
Health Service Administrators rather than treating information leakage as a technological quandary 
under the Health Information Officers. 
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1.0 INTRODUCTION 
 
Over the past decades, information security policies 
has remained a critical concern in the contemporary 
healthcare industry [1]. The information security 
policies and causes of common threats in healthcare 
research has become an entrenched area within the 
information systems domain[1,2]. This has 
encourage researchers to espouse the underlying 
hypothesis from reference disciplines such as Health 
Informatics, Nursing Technology and Telemedicine 
to adopt the best information security risk 
management [1,2]. 
The healthcare industry ought to protect its data by 
implementing strong security policies from illegal 
access by unauthorized personnel’s and unwanted 
annihilations [2]. This can be achieved by a 
comprehensive healthcare information security 
policy on the health information system within and 
outside the healthcare industry. Studies by[1,3] 
suggest that the health information data should be 
protected from both active and passive attacks. They 
also emphasized that every policy in the healthcare 
setting should place much importance on the 
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information security’s integrity, confidentiality, 
availability and reliability of the data acquired from 
their clients. When the security policy of the 
healthcare industry is breached whether intentional or 
unintentional, it heightens the risk of the information 
leaked to attackers which causes a great harm to the 
healthcare industry[1,3]. Surprisingly enough, Sang 
et al [4] states that the healthcare information 
accessed by unauthorized personnel’s does not cause 
harm to healthcare industry alone but also to all 
clients whose data are kept in the system and 
tarnishes the image of the clients involved to the 
outside world [4]. 
Our research shows that the protection and adherence 
of the information security policy in the healthcare 
setting should comprise of Senior Management Staff 
who have vast knowledge in Information and 
Communication Technologies (ICT). The 
Management Team should always be abreast with 
current technological changes that usually occur. The 
adoption of this Team into the healthcare settings 
will call for an appropriate information security 
policies, procedures, and privacy guidelines [1,5]. 
Our review has shown that the health information 
management system does not only consist of medical 
data on patients alone but rather the general view of a 
Health Information Management System (HIMS) and 
its importance to both the Clients and the Hospital 
Administrators. 
In this review paper, we present the methodology 
that was use in selecting the best literatures for the 
study focusing on key application areas of 
information security and privacy in healthcare. 
Our study contributes tremendously to frontier of 
existing knowledge on healthcare information 
management. This current study highlighted the 
causes of common threats in the healthcare setting as 
well as the necessary policies to be implemented to 
prevent hackers, intruders, denial of service in 
accessing the healthcare data. The study also 
provided the progression outlook in technology for 
storing data to prevent attacks. Our research further 
heightens key privacy safeguard policies such as 
Physical, Administrative and Technical techniques 
needed in protecting an organisations data and some 
key responsibilities for the Health Information 
Management Team. Finally, we concluded by 
identifying future research directions. 
 
2.0 Methodology 
We conducted structured literature reviews to 
identify the various security threats in the healthcare 
information systems and its concurrent privacy 
policies to be used to safeguard them. Books and 
Articles for this review were gathered from the 
electronic database including Google Scholar, Web 
of Science, Science Direct and Engineering village. 
 
2.1 Screening and Identification of literature 
We classified the search for literature into three main 
broad categories: (i) healthcare information systems 
and its importance (ii) causes of threats in the 
healthcare settings (iii) security and privacy 
safeguards policies and techniques. An article was 
included in the research if it satisfied the following 
criteria:  (1) language (the article was written in the 
English); (2) publication (the article was published in 
either of the following electronic databases: Google 
Scholar, Web of Science, Science Direct and 
Engineering village). (3) content (the content of the 
article or book contains any information on health 
information security threats and recommended 
procedures to deal with it). We screened all titles and 
abstracts for relevant literatures. Studies that did not 
meet the criteria were deleted from the list. 
Disagreements were resolved through group 
discussion among the researchers. Using the 
inclusion criteria, all articles that did not fall within 
the above criteria were excluded.  
 
2.2 Selection of literatures. 
Through the search for literatures in the electronic 
databases above, a total of 213 books and articles 
were originally retrieved but some of the literatures 
were in other languages like French, Chinese and 
Portuguese which the researchers were unfamiliar 
with them. 117 books and articles were chosen after 
reading their topics and abstracts in the English 
language. 69 books and articles were retrieved for 
further examination. Finally, 58 studies published 
between 2001 and 2018 met all the inclusion criteria. 
We concluded on the following statistics for the 
materials use: 27 (46.55%) on healthcare information 
systems and its importance, 21 (36.21%) causes of 
threats in the healthcare settings and finally 10 
(17.24%) security and privacy safeguards and 
techniques. This implies that a lot of work has been 
done on the healthcare information systems and 
causes of threats but little has been done on the 
safeguard techniques necessary in preventing these 
threats. This review therefore focuses much on how 
to prevent threats in the healthcare settings. Figure 1 
depicts the study selection flow process. 
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Total books and articles originally retrieved
 ( n = 213 )
Titles and abstracts screened
(n = 117)
Books and full text articles retrieved for further 
examination
( n = 69)
Books and full text articles in compliance with 
the selected criteria and chosen for use in the 
research work. 
( n = 58)
Number of non English books and 
articles removed
( n= 96)
Books and articles excluded based on 
the criteria for section and it’s 
relevance to healthcare settings.
 (n = 48 )
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Figure 1: The process flow of literature search. 
3.0 Healthcare Information System and its 
importance. 
According to a study conducted by Kuo et al [6], 
technological advancement has almost reached its 
zenith and is offering a wide variety of applications 
in the present age. The study also focuses on the 
massive change in the healthcare information system 
due to the introduction of ICT devices. Most 
researchers from the developed and developing 
countries perspective imply that every person has in 
one way or the other become a patient or a customer 
to a healthcare facility.  Thus, most people were born 
in health facilities or outside the health facility by the 
assistance of a healthcare professional [7,8]. Other 
people also came into contact with the health care 
system through variety of ways, this can  include 
physical examination, immunization, employee 
physicals, emergency care, and public healthcare 
services [7,8]. 
The data gathered from each of the persons under 
each of these conditions in the hospital is stored and 
managed in the health information management 
system[7,8]. The healthcare facility generates large 
volume of data and the data is managed and 
controlled by the Health Information Officers to 
make meaningful inferences [7,8]. Authors Appari et 
al[1]and Amatayakul [9] in their studies identified 
that the information gathered in the healthcare  
 
 
 
 
 
 
 
 
 
 
system may include demographics data, genetic 
information, medication history, diagnosis data, 
dietary habits, immunization data, sexual preference, 
physicians’ subjective assessments of personality, 
psychological profiles, mental state etc. Their studies 
also showed that, the information collected from the 
patients require different services and generate 
different reports from the various departments like 
Outpatient Department, Casualty Unity, Maternities, 
Surgical Wards and Inpatient Ward [10]. The Nurses,  
Physicians, Paramedical and other administrative 
staff collect the patients’ data at each point of care 
[7]. Recent studies conducted by Amatayakul [9] 
postulates the important roles played by gathering 
such data from patients and may include: for 
appointments, human resources, scheduling of 
Physicians, registration, procurement, admission, 
discharge and transfer of patients as well as for 
management of clinical data documentation in 
organizing, initiating, and planning the internal and 
external operations of the various departments in the 
hospital. Following the studies of by Appari et al[1] 
and Said [3]describes the health information 
management system (HIMS) as a system used to 
capture, update, manage, stores, or disseminate 
health information of clients within the healthcare 
sector. The authors Bhartiya et al [12] elaborated on 
the flourishing implementation of HIMS as 
determined by how well the technology is 
implemented and adopted to improve clinician 
performance. The health information gathered from 
clients with the use ICT tools becomes a new form of 
wealth and the progression in technology is the tool 
for creating this wealth as described by Said [3]. 
Based on the articles read, the researchers classified 
the importance HIMS under three broad categories. 
First and foremost, the importance of ‘HIMS’ to 
Hospital Administrators, Secondly to Physicians and 
Clinicians who actually use the system and thirdly 
the importance of the system to the clients whose 
data are kept in the system. This is elaborated in 
Table 1 below [13-15]. 
 
 
 
 
 
 
 
 
 
 
 
 
Table 1: The importance of HIMS 
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In the hospital environment system, the flow of 
information within a healthcare system differs from 
one facility to the other; this is mainly based on the 
size of the health facility. In some cases, some 
services are outsourced from other health facilities to 
their client who comes for such services.  
The HIMS may consist of the various departments in 
the hospital. Figure 2 shows a typical information 
flow in the healthcare information system adopted 
from reference [1].   
 
Figure 2: A graphical view of information flow in the 
healthcare system source by Appari and Johnson[1]. 
4.0   Characteristics of healthcare information 
and causes of threats.  
Studies conducted by Narayana et al [16] shows that 
the protection and privacy of health information 
plays a critical role for healthcare organizations. In 
another development, Halliday et al [17] also 
affirmed that information security becomes a key 
concern when introducing information and 
communication technologies within the healthcare 
organizations. Both studies by Halliday et al [17] and 
Mather et al [18] emphasized that HIMS systems are 
used to develop appropriate strategies, techniques 
and information security decisions to prevent 
possible information threats. 
In assessing the security policies of an information 
system, as explicated in the works of Appari et al[1] 
and Bansal et al [19], Patients and Hospital 
Administrators prefer all information regarding their 
mental and medical histories be prevented from 
unauthorized personnel’s. For instance in situations  
where patients have chronic diseases such as HIV 
Aids, diabetes mellitus, heart diseases, asthma and 
psychiatric behaviour demands high confidentiality 
[1,19].  
 Health Service Administrators fall into victims of 
information breach by active and passive attacks like 
unauthorized alteration, illegal access, annihilation or 
unwanted interruption attacks due to weak health 
information security policies (ISPs) [18]. The health 
information and data must be protected from both 
active and passive attacks by implementing strong 
information securities [16]. A study by Terry et al 
[20] shows that the health information security 
should emphasized on its data reliability, integrity, 
availability and confidentiality and should provide 
strong methods for data storage. In addition, the 
information system should encompass some of these 
features as a characteristics against it threats [20]. 
Following the studies of [1,18,19,20] confidentiality 
of health information means holding the information 
secret and not released to unauthorized users, its 
correctness and privacy. The data integrity 
characteristics ensure that the information is not lost 
and is kept intact against damaged or modified in an 
unauthorized manner. This means that the 
information should be accessible to only authorized 
users when needed [18-21]. 
Terry et al defines threat as the undesirable events 
that cause harmful consequences to the health 
information. In the light of this definition, there are 
two forms of agents that cause threats in the 
healthcare environments [20]. This is explained in 
details in sections 4.1 and section 4.2 respectively. 
 
4.1 Internal threats 
As it has been previously alluded to the studies of 
authors [1,22,23] internal threats are usually caused 
by hospital staff working on the data of patient 
within the healthcare industry. These forms of threats 
do easily occur sometimes when working primarily 
on the operations and processes of the health 
information. Their studies also shows that these 
threats can also occur when unauthorized hospital 
staff have access to the network, server, workstations 
or physical access to the network in the hospital 
environment. For instance, an unintentional data 
entry, modification or editing may lead to an 
economic, physiological, social, or managerial data 
loss in the health information. Following their studies 
most of the internal threats are caused by human 
errors which may include lack of in-depth knowledge 
or skills on the Health Information System being 
used in the hospital [1,19,25]. 
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4.2 External threats 
The second causes of threats as explicated in the 
works of [1,19,20] are considered as the external 
threats. These external threats as caused by entities 
outside the healthcare organization. These 
perpetrators do not have authorized access to the 
health information management system of the 
healthcare institution network but are mainly caused 
by hackers, intruders, denial of service or a break in 
the network connectivity of the healthcare 
organization
 
[1,19,26]. This external threat easily 
leaks the information of the hospital to the outside 
world which is very crucial to the information 
management of the hospital if not handled 
competently [1,19,20]. These threats mainly occur 
through connected networks (wired and wireless), 
physical intrusion, or a partner network. In another 
development, it was found out that, another serious 
threat that occur in the healthcare industry and which 
is difficult to prevent is the natural disasters. They 
are cause by non-human agents and from the studies; 
its examples may include lightening, floods, fires, 
hurricanes, and earthquakes [1,27]. 
From the numerous references gathered, it is 
undeniably clear that, the presence, use and adoption 
of ‘HIMS’ in the healthcare setting plays an essential 
role and makes works easier but the presences of 
threat distorts the smooth functioning of the system. 
From the review conducted, the researchers found 
out that the most Health Information Officers (HIO) 
have now adopted the use of cloud computing to 
store data to prevent unwarranted internal and 
external Perpetrators but there are other issues with 
regards to the cloud data storage on its access 
controls and legal regulations. This is explicated in 
(sections 4.3 to section 4.3.3) of this review paper. 
4.3 cloud data storage threats 
Our study supports the assertion that the progression 
in technology has led to a larger storage area of data 
for health information Officers using the cloud 
computing technology [28]. This new technology is 
developing very rapidly because of the rich benefits 
that cloud clients enjoy. Although there are numerous 
benefits of which some may include easy access 
through internet irrespective of a client geographical 
location, costless services and elasticity of 
resources[28], unfortunately, there are some 
challenges that should be carefully address as 
Information Officers may lose direct control over 
their data sources in the cloud [29,30].  
Our review shows that, there are three broadly 
referenced service models in the cloud computing 
and these are Infrastructure-as-a-Service (IaaS), 
Platform-as-a-Service (PaaS) and Software-as-a-
Service (SaaS) [30-32]. Each level of service model 
is different and so as the security level at that 
particular service level [33,34]. 
The IaaS is a platform used by the Administrators of 
the Cloud Computing. This platform is mainly 
managed by the Custodians. The PaaS is managed by 
the Cloud Service Providers (CSP) and SaaS is the 
platform level where Clients or Users of the cloud 
access their information [31]. This implies that when 
data is migrated from the healthcare setting by the 
Health Information Officers (HIO) to the cloud, they 
have access control to their data at the Software-as-a-
Service (SaaS) unless they are granted full control to 
the Platform-as-a-Service (PaaS) by the CSP. Data 
stored in the cloud can easily be tap by hackers if 
there are poor access controls in place. A study 
conducted by Rao [31] on data storage security issues 
in cloud computing emphasizes that the Cloud 
Service Provider (CSP) who provides services of the 
cloud to their clients should ensure confidentiality, 
availability and privacy on their clients data since 
they have full control of the data submitted to the 
cloud [32,33].They stated that the CSP can perform 
any malicious tasks such as modification, copying, 
printing, and destroying the data submitted to the 
cloud [32]. 
4.3.1 Data Storage Issues 
According to the studies of Mell and Grance [33] the 
cloud platform has a larger area for multimedia data 
storage, which consists of SaaS and PaaS and 
managed by the CSP. There are times CSP outsource 
some of their services to other third parties which 
involve transfers of data among this parties. 
Transferring or processing of data has a great risk 
when being performed among multiple tenants [33]. 
When the system is hacked, data breach happens, this 
leads to unauthorized access of the data by all cloud 
users [34]. The data hackers do not always take away 
the data but sometimes temper with the stored data 
by either modifying, changing or intercepting the 
meaning of the data when accessed by other clients. 
These attacks are mostly caused by malicious 
insiders of the CSP [34]. 
4.3.2 Access Control 
Studies conducted and analysed by some researchers 
implies that Users of different organisations have 
different access controls [33-36]. Comparing it to the 
cloud infrastructure, different organizations use 
different authentication and authorization credentials 
to access their system. The confidentiality of services 
and data accessed are related with identity and access 
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control management [37-38]. The cloud resources are 
dynamic and elastic, the internet protocol addresses 
changes automatically when services are started or 
restarted in the pay per usage model. 
 
4.3.3 Legal Regulations 
There are many legal regulations regarding 
geographical jurisdictions, contract enforcements, 
and regulatory laws on data in the clouds from one 
country to the other [31,39]. The legal issues 
concerning the data protection laws in each country 
where the data is migrating from must be fully 
comprehended [31,39]. This is because the data sent 
to the cloud can be viewed over hypertext transfer 
protocols [33,36]. As part of the Service Level 
Agreement (SLA) signed between HIO’s and CSP’s, 
the CSP must state clearly what they will do to 
prevent data leakage and when it happens, the 
immediate remedy to avert such situations. The level 
of security guideline for the data protection should be 
a key component and must be known to both the 
HIO’s and the CSP [30,40]. 
The works of several authors have elaborated that 
although Health Administrators and their Information 
Officers are trying their best to protect their health 
information from unauthorized users, there is still 
much effort that needs to be put in place to 
comprehend this issue. In view of this, our review 
has identified this strategy as a guide to control 
health service data. 
 
4.3.4 Cases of Data and Security breaches in 
Hospital Environments.                                           
Recent studies conducted shows that  many data 
security and network breaches  have occurred around 
the globe and have had diverse effects of the patients 
records in such hospital. Examples of such cases can 
be seen below: Reference [41] Ransomware, 
malware attack breaches 45,000 patient records: An 
investigation into a ransomware attack found hackers 
peppered Missouri-based Blue Springs Family Care 
with a variety of malware programs, which gave 
them full access to its systems. Missouri-based Blue 
Springs Family Care reported a breach of 44,979 
patient records after hackers peppered the provider 
with a variety of malware, including ransomware. 
Reference [42] Hackers breach 1.5 million Singapore 
patient records, including the prime minister's: 
Hackers breached the Singapore government’s health 
database with a “deliberate, targeted and well-
planned” cyberattack, accessing the data of about 1.5 
million patients, including Prime Minister Lee Hsien 
Loong. The cybercriminals initially breached a front-
end workstation to gain privileged account 
credentials to obtain privileged access into the 
database.              
Reference [43] 270,000 patient records breached in 
Med Associates hack: A hack on Albany-based Med 
Associates have breached the patient records of more 
than 270,000 patients. The healthcare billing claims 
vendor began notifying patients. A local New York-
based publication Times Union was able to obtain the 
exact number of impacted patients.    
Reference [44] 205,000 patient records exposed on 
misconfigured FTP server: Arkansas-based 
MedEvolve misconfigured its FTP server and 
exposed the data of 205,000 patients from two 
separate providers, the practice management software 
vendor confirmed. Reference [45] 42,000 patients 
impacted by 2016 breach of Michigan provider: 
Michigan-based Holland Eye Surgery and Laser 
Center notified 42,200 of its patients that an 
unauthorized user hacked into a patient database in 
2016 and potentially accessed their records. 
5.0 Recommended security policies and 
controls for Health Service Information 
Our review have identified several security controls 
that ought to be implemented in the health Service 
system to prevent data breach. These measures must 
be performed by all management staff in 
safeguarding the security of the health information in 
the health service delivery. This study has broadly 
categorized the security safeguards strategies into 
three broad references namely: Physical safeguards, 
Administrative safeguards and Technical safeguards 
strategies. The techniques to be implemented in each 
of the following safeguards are detailed below. 
5.1 Physical Security (Environment Security) 
safeguards Procedures 
The studies of Kruse et al [46] and Jannetti [47] 
portrays the information system environment, to 
consist of datacentres, servers, workstations, modems, 
switches and other computer related devices. The 
presence of the information system in the 
organisation makes the environment proven to 
human and non-human threats. This environment 
should be controlled and protected from illegal 
access and must be permitted entry by only 
authorized personnel. The restricted areas must 
always be under lock and key in order to minimize 
the extent of loss and disruption [48]. Internet 
Protocol cameras and close circuit television cameras 
should be installed in such areas. Although the 
presence of security cameras are needed, there is still 
the need for a 24/7 personal security services 
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available at such restricted areas. Supporting this 
view, the research of [49] shows that such cameras 
will be use to provide sharp, bright and clear live 
video images of people entering and leaving those 
restricted areas. The video signals captured can also 
be transmitted online through the internet networks 
to Management Staff / Security Personnel who 
monitors the health information irrespective of their 
physical or geographical location [50]. In another 
development the malfunctioning of old machine 
leads to their replacement, and under such conditions, 
all outmoded computers and its relative devices not 
in use must be properly disposed off. The data that 
resides on such devices must be entirely cleaned off 
and sometimes the devices must be burnt completely 
to prevent leakage of information to the outside 
world [51].  Periodic back-ups that are taken 
fervently should be stored outside the premises of the 
organisation. This will help to recover vital 
information in an event where institution is hit by 
natural disasters like floods, fires, hurricanes, and 
earthquakes, [16,46,50,51].  
5.2 Administrative Safeguards Procedures 
This refers to policies and procedures that are 
implemented by Administrators of the healthcare 
facility [16,51]. Management should have risk and 
management plan to assess and reduce potential risks 
and vulnerabilities. This risk management policy 
should contain a section of the security policy to 
handle violations of staff who do not comply with the 
security policies and information system reviews [52]. 
The policy should comprise of a well tested and 
proven disaster recovery plan and emergency mode 
plan. References [16,52] describe these strategies as 
plans put in place for continuity of business in an 
event a disaster hit the organisation. In support of 
their research, Administrators of the health 
information should have a well succession plan of all 
Health Information Officers that ensures that the 
institution is not left handicap due to resignation or 
death of a personnel working in a department [16,51]. 
A study conducted by Narayana et al [16] states that 
Health Information personnel’s should be 
periodically rotated on their job schedules, this will 
enable all personnel in the department have a broader 
knowledge on all the activities. This review, has 
further espouse these five (5) critical security roles 
that should be performed by the Management Team 
in addition to the above to safeguard its information 
system [49-54].  
 
5.3 Technical Safeguards Procedures 
According to the studies of Masi et al [55] the most 
frequent security breaches in organisations occurs 
through the technical medium.  It comprises of the 
measures put in place by the technical personnel’s 
that work on the health information. The Users in the 
system must have a single user accounts created in 
the employees name to monitor perpetrators of fraud 
[16]. This is to determine the function of each 
individual in the system. Individuals using the 
computer system without authority, or in excess of 
their authority, are subject to having all of their 
activities on this system monitored and recorded [48-
50]. The passwords of the Users of the system should 
not be shared or contain words or phrases. Users if 
not regulated or policed tend to use such words and 
can easily be stored or tracked by other hackers [53-
55]. 
In another development an encryption systems 
should be designed such that no single person has 
full knowledge or control of any single encryption 
key. This will be achieved by separation of duties 
and dual control over encryption keys. The 
encryption key must be changed at regular intervals 
[55,56]. All documents to be transferred over the 
organisations network should also be encrypted. The 
organisation should have an updated and live 
antivirus running on the computer systems at regular 
interval to prevent unauthorised program, which 
replicates itself and spreads on to various data 
storage media across the network [53,54,57]. 
Following the studies of other Researchers implies 
that firewall as a form of security strategy should 
also be running on the organisation’s inter and intra 
networks system to protect its information. Some of 
these firewalls may include: proxy server that 
intercepts all messages entering and leaving the 
network to hide the network address, application 
gateway that allows only certain applications to run 
from outside the network and packet filter that 
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accepts or rejects data on the basis of system defined 
criteria [7,16,50,58]. 
6.0 Conclusion  
In conclusion, the sole responsibility of the 
Information Security System as advocated by the 
plethora of studies analysed in this paper is to 
safeguard the health information assets. This is done 
by supporting and directing the Health Information 
Officers in protecting its information resources from 
destruction, modification, disclosure, or any 
malicious activities. 
Our review work has spotlighted on several 
information security policies that should be 
implemented to safeguard the information asset in 
the healthcare and has recommended the appropriate 
measures accordingly. It can be inferred that health 
information of an individual leaked outside to 
unauthorized users tarnishes the image of such 
individual and the healthcare facility. Since health 
information management systems consist of every 
individual’s information as stated by our research 
and not for patients alone. It calls for the need of 
hospital administration to have a good health 
information system with appropriate security policies 
as recommended in this review work to safeguard the 
hospital information assets. The protection of data is 
not a sole duty of some specific groups of individuals 
but all workers are involved in its protection, 
confidentiality and integrity. The research has shown 
that, threats to information system can invade within 
or outside the healthcare industry and as such, all 
policies must be adhered to stringently. The 
information kept within the confines of the 
healthcare industry must be safeguarded by the 
physical or environment securities, administrative 
securities and technical securities as elaborated in 
this review. Notwithstanding this, if the 
administrators find it difficult in protecting their 
client data, the data can be sent to the cloud for safe 
keeping. Nevertheless, this new technology also has 
its inherent threats in saving the information in the 
cloud and apparently its security weakness has been 
detailed in this paper. 
Once the information security of the healthcare 
industry is implemented well and secured from 
attacks, the healthcare information will be saved. The 
adoption and implementation of appropriate 
information security strategies as enshrined in this 
review should be practised to safeguard client data. 
This review recommends a further study that tackles 
safeguards techniques in protecting data of clients in 
other disciplines. 
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